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Abstract 

Federated learning (F.L.) is an emerging 

paradigm in artificial intelligence (AI) and 

machine learning (ML) that enables 

collaborative model training without the 

need to centralize data. This decentralized 

approach is especially critical in domains 

such as healthcare and finance, where data 

privacy, security, and regulatory 

compliance are paramount. Traditional 

A.I. models require aggregating large 

amounts of data in a centralized location 

for training, which poses significant 

privacy risks, particularly in industries that 

deal with sensitive personal or financial 

data. Federated learning addresses this by 

allowing multiple clients—such as 

hospitals or banks—to train a shared 

model collaboratively while keeping their 

datasets local and private. 

This paper presents an in-depth 

exploration of federated learning's 

architecture, techniques, and applications. 

It begins by discussing the theoretical 

foundations of F.L. and describing its core 

components, such as local model training 

and global model aggregation. We then 

delve into the privacy and security 

challenges inherent in federated learning, 

highlighting advanced privacy-preserving 

techniques like differential privacy, 

homomorphic encryption, and secure 

multi-party computation. These methods 

help ensure that federated learning models 

remain secure against malicious actors 

while protecting sensitive data from 

leakage. 

The paper also explores real-world 

applications of federated learning in two 

major sectors: healthcare and finance. In 

healthcare, federated learning enables 

cross-institutional collaboration for AI-
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driven diagnostic models, medical image 

analysis, and personalized medicine. These 

models can improve diagnostic accuracy, 

speed up drug discovery, and support 

collaborative research across hospitals, all 

while complying with strict privacy 

regulations such as HIPAA and GDPR. A 

case study on federated cancer detection 

showcases how hospitals in different 

regions successfully collaborated to 

improve the performance of diagnostic 

models without sharing sensitive patient 

data. The paper also discusses federated 

learning's role in training models for 

medical image analysis (e.g., MRI scans), 

which often requires vast amounts of 

labeled data that is difficult to centralize 

due to privacy constraints. 

In the financial sector, federated learning 

transforms how banks and institutions 

collaborate on A.I. models for fraud 

detection, anti-money laundering (AML), 

and credit risk assessment. Financial 

institutions face similar data privacy and 

regulatory challenges as healthcare 

providers, with regulations such as GDPR 

imposing strict limitations on data sharing. 

Federated learning allows banks to share 

insights and collaborate on model training 

without exposing sensitive transaction 

data or customer information. A case study 

on federated fraud detection demonstrates 

how banks from different countries 

worked together to improve their fraud 

detection systems without compromising 

privacy. The use of federated learning 

significantly improved fraud detection 

rates, enabling the development of a global 

model that is more robust than any single 

institution's model. 

In addition to these applications, the paper 

discusses the challenges of federated 

learning, including data heterogeneity, 

model convergence, communication costs, 

and security vulnerabilities. These 

challenges arise because clients in a 

federated learning system often have non-

IID (non-Independent and Identically 

Distributed) data, meaning their local 

datasets may differ significantly in size, 

quality, and distribution. This 

heterogeneity can hinder the global 

model's performance and convergence. 

The paper examines recent advancements 

in federated learning algorithms, such as 

Federated Averaging (FedAvg) and 

Federated Proximal (FedProx), which 

address these challenges by optimizing 

communication efficiency and improving 

the robustness of model aggregation. 

The paper concludes by exploring future 

directions for federated learning, including 

its integration with emerging technologies 
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like blockchain and quantum computing. 

Blockchain technology can enhance the 

security and transparency of federated 

learning systems by ensuring the integrity 

of model updates and preventing 

malicious behavior. Quantum computing, 

on the other hand, has the potential to 

revolutionize federated learning by 

enabling faster model training and solving 

complex optimization problems more 

efficiently. These future innovations hold 

significant promise for expanding 

federated learning’s applicability across 

industries and pushing the boundaries of 

what is possible in AI-driven collaboration. 

Overall, this paper comprehensively 

examines federated learning, its technical 

foundations, and its transformative 

potential in privacy-sensitive sectors like 

healthcare and finance. It also offers 

insights into the challenges and 

opportunities that lie ahead as federated 

learning continues to evolve and become a 

cornerstone of secure, collaborative A.I. 

1. Introduction 

The advent of artificial intelligence (A.I.) 

and machine learning (ML) has catalyzed 

significant advancements across various 

industries, transforming the way 

organizations operate, make decisions, and 

deliver services. From predictive 

diagnostics in healthcare to fraud detection 

in financial institutions, AI-driven models 

are reshaping modern business and 

society. However, as A.I. technologies 

evolve, so do the challenges associated 

with data privacy, security, and 

compliance with regulatory frameworks. 

Data privacy is a top concern in industries 

like healthcare and finance due to strict 

regulations such as the General Data 

Protection Regulation (GDPR) in Europe 

and the Health Insurance Portability and 

Accountability Act (HIPAA) in the United 

States. These regulations limit the sharing 

of sensitive data across institutions, 

hindering collaborative efforts to train 

more accurate and generalized A.I. 

models. Federated learning (F.L.), an 

innovative decentralized machine learning 

approach, has emerged as a promising 

solution to this problem. It allows multiple 

organizations to train a shared global 

model without exchanging their local 

datasets, thus maintaining data privacy 

and confidentiality. 

Federated learning is gaining traction 

across various sectors, but its most 

transformative applications have been seen 

in healthcare and finance. F.L. enables 

hospitals, research institutions, and 
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medical centers to collaborate on A.I. 

models for disease diagnostics, 

personalized treatments, and drug 

discovery without violating patient 

privacy. Similarly, in finance, F.L. allows 

banks and financial institutions to work 

together on fraud detection and credit 

scoring models without sharing sensitive 

customer data. 

This paper comprehensively analyzes 

federated learning, its architecture, 

privacy-preserving techniques, and real-

world applications in healthcare and 

finance. It also examines the challenges and 

limitations of federated learning, such as 

data heterogeneity, communication 

overhead, and security risks, and explores 

recent advancements in F.L. algorithms 

that address these issues. Finally, the paper 

looks to the future of federated learning, 

considering its integration with emerging 

technologies such as blockchain and 

quantum computing, which hold the 

potential to enhance its scalability, 

security, and performance. 

2. Federated Learning Architecture 

At the core of federated learning is its 

decentralized architecture, which enables 

multiple clients to collaboratively train a 

global machine learning model without 

centralizing data. This approach is a 

significant departure from traditional 

centralized models, where data from all 

clients is transferred to a central server for 

training. In federated learning, each client 

independently trains a local model on its 

dataset and shares only the model updates 

(e.g., gradients) with a central server. The 

server aggregates these updates to form a 

global model that benefits from the 

knowledge of all participating clients 

without compromising data privacy. 

2.1 Key Components of Federated 

Learning 

Federated learning consists of several key 

components that define its architecture: 

• Clients: The participating entities 

(e.g., hospitals, banks, or edge 

devices) that hold local datasets 

and perform local model training. 

• Server: A central server responsible 

for aggregating the model updates 

from each client and constructing 

the global model. 

• Communication Protocol: A secure 

communication channel through 

which model updates are 

transmitted between clients and 

servers. Ensuring the security and 

integrity of these updates is critical 
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to preventing data breaches or 

malicious attacks. 

The federated learning process involves 

the following steps: 

1. Model Initialization: The central 

server initializes a global model 

with predefined parameters and 

distributes this model to the clients. 

2. Local Training: Each client trains 

the global model on its local dataset 

for a set number of epochs. The 

client computes the gradients 

(changes to the model’s 

parameters) and sends these 

gradients to the central server. 

3. Model Aggregation: The central 

server aggregates the gradients 

from all clients to update the global 

model's parameters. Depending on 

the scenario, the aggregation 

process can be as simple as 

averaging the gradients (e.g., the 

FedAvg algorithm) or more 

complex. 

4. Iteration: The process repeats for 

several rounds until the global 

model reaches satisfactory 

accuracy and performance. 

Figure 1: Federated Learning Architecture 

(A detailed diagram showing the local training 

of models at each client and the central 

aggregation of model updates at the server.) 

Federated learning is highly applicable in 

distributed settings, such as healthcare and 

finance, where data is fragmented across 

multiple organizations or devices, and 

sharing raw data is impractical due to 

privacy concerns. The architecture 

supports scalability, as it can accommodate 

hundreds or even thousands of clients, 
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each contributing to the training of the 

global model. 

3. Privacy and Security in Federated 

Learning 

While federated learning provides 

significant privacy benefits by keeping 

data localized, it is not without its privacy 

and security challenges. Even when only 

model updates are shared, there are risks 

of data leakage. Adversaries can attempt to 

infer sensitive information from the 

gradients transmitted between the clients 

and the server. Therefore, it is essential to 

implement robust privacy-preserving 

techniques to safeguard the data and the 

model. 

3.1 Privacy-Preserving Techniques in 

Federated Learning 

Several privacy-preserving techniques 

have been developed to enhance the 

security of federated learning systems. 

These techniques aim to prevent data 

leakage, ensure the confidentiality of 

model updates, and protect the integrity of 

the global model. 

• Differential Privacy (D.P.): 

Differential privacy adds random 

noise to the model updates before 

transmitting them to the server. 

The noise ensures that an 

individual client's data cannot be 

easily inferred from the global 

model, thus protecting the privacy 

of local datasets. D.P. is particularly 

useful in scenarios where the 

clients have highly sensitive data, 

such as medical records or financial 

transactions. 

• Homomorphic Encryption (HE): 

Homomorphic encryption allows 

the model updates to be encrypted 

during transmission, ensuring that 

even if the updates are intercepted, 

they cannot be read or tampered 

with. This approach adds a layer of 

security to the communication 

protocol but also increases 

computational overhead. 

• Secure Multi-Party Computation 

(MPC): MPC is a cryptographic 

technique that enables multiple 

clients to jointly compute a function 

without revealing their inputs to 

one another. In the context of 

federated learning, MPC can be 

used to securely aggregate model 

updates from multiple clients, 

ensuring that no individual client 

data is exposed during the 

aggregation process. 
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Table 1: Privacy Techniques in Federated 

Learning 
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4. Applications of Federated Learning in 

Healthcare 

 

The healthcare industry, with its vast 

amounts of patient data and strict privacy 

regulations, presents a compelling case for 

federated learning. Hospitals, research 

institutions, and pharmaceutical 

companies increasingly adopt AI-driven 

approaches for diagnostic tools, drug 

discovery, and personalized medicine. 

However, the challenge of sharing 

sensitive medical data while adhering to 

privacy regulations such as HIPAA 

(Health Insurance Portability and 

Accountability Act) in the U.S. and GDPR 

(General Data Protection Regulation) in the 

E.U. has limited the potential for 

collaboration across institutions. Federated 

learning offers a solution by allowing 

hospitals to train A.I. models on collective 

datasets without the need for data sharing. 

 

4.1 Predictive Diagnostics and Medical 

Imaging 

One of the most promising applications of 

federated learning in healthcare is 

predictive diagnostics. Machine learning 

models trained on large datasets can detect 

patterns in medical images and patient 

records, allowing for early diagnosis of 

diseases like cancer, cardiovascular 

diseases, and neurological disorders. 

Traditionally, training such models 

requires a large volume of labeled data, 

which is often scattered across multiple 
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institutions. Federated learning allows 

hospitals and research centers to 

collaborate on training these models 

without exposing patient data. 

 

Case Study: Federated Learning for 

Cancer Detection 

A collaborative project involving hospitals 

from different regions applied federated 

learning to improve cancer detection using 

medical imaging. Each hospital had a set of 

MRI scans and labeled diagnostic data but 

was prohibited from sharing these datasets 

due to privacy concerns. By using 

federated learning, the hospitals were able 

to train a global A.I. model that 

significantly improved the accuracy of 

cancer detection. The model outperformed 

individual local models by leveraging the 

diverse data sets across hospitals, which 

led to more generalized patterns for 

identifying early-stage cancer. 

Federated learning also has significant 

applications in medical image analysis, 

where large amounts of labeled data are 

required to train models for detecting 

diseases in X-rays, CT scans, and MRI 

images. In these scenarios, federated 

learning enables institutions to collaborate 

on building high-accuracy models without 

needing to share patient images, thus 

complying with data protection laws. 

 

4.2 Personalized Medicine and Drug 

Discovery 

 

Federated learning is also transforming 

personalized medicine, where AI models 

tailor treatments based on a patient's 

genetic makeup, lifestyle, and medical 

history. To create personalized treatment 

plans, AI models need access to a variety of 

data points, including genomic data and 

patient health records. Federated learning 

enables institutions to build such models 

collaboratively, combining insights from 

multiple data sources without breaching 

privacy regulations. 

In drug discovery, federated learning helps 

pharmaceutical companies collaborate 

with research institutions and hospitals 

without exposing sensitive intellectual 

property or patient data. A.I. models 

trained using federated learning can 

identify potential drug candidates faster by 

analyzing datasets from various sources, 

leading to accelerated drug development 

timelines. 
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Figure 2: Workflow of Federated Learning 

in Healthcare 

(This figure illustrates how federated learning 

enables privacy-preserving collaboration 

between hospitals, research institutions, and 

pharmaceutical companies.) 

 

5. Applications of Federated Learning in 

Finance 

The finance industry is another sector 

where data privacy and security concerns 

are paramount. Financial institutions deal 

with highly sensitive customer data, 

including transaction histories, credit 

scores, and personal identification 

information. Regulations such as GDPR 

and the U.S. Gramm-Leach-Bliley Act 

(GLBA) place strict limits on data sharing 

between organizations, which has 

traditionally made collaboration on A.I. 

models difficult. Federated learning 

provides a way for banks, insurance 

companies, and other financial institutions 

to work together on A.I. models for fraud 

detection, credit risk assessment, and anti-

money laundering (AML) without sharing 

sensitive data. 

 

5.1 Fraud Detection and Anti-Money 

Laundering (AML) 

Fraud detection is one of the most critical 

applications of A.I. in finance. Financial 
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institutions rely on machine learning 

models to detect unusual patterns in 

transaction data that may indicate 

fraudulent activity. However, because 

each institution only has access to its own 

data, these models are often limited in 

scope. Federated learning allows multiple 

institutions to collaborate on fraud 

detection models, leveraging a broader set 

of data without exposing sensitive 

customer information. 

 

Case Study: Federated Learning for Fraud 

Detection Across Banks 

A consortium of banks across Europe and 

North America implemented federated 

learning to improve their fraud detection 

systems. Each bank independently trained 

its local model on transaction data, 

identifying patterns indicative of fraud. 

Using federated learning, these models 

were aggregated into a global model that 

incorporated insights from diverse 

transaction datasets, significantly 

improving detection accuracy. By sharing 

model updates instead of raw data, the 

banks were able to comply with GDPR 

while enhancing their fraud detection 

capabilities. 

Anti-money laundering (AML) regulations 

require financial institutions to monitor 

transactions for suspicious activity that 

could indicate money laundering. 

Federated learning enables banks to pool 

their knowledge of AML patterns without 

sharing sensitive transaction data. This 

collaborative approach helps institutions 

stay ahead of increasingly sophisticated 

money-laundering schemes. 

 

5.2 Credit Scoring and Risk Management 

Credit scoring is another area where 

federated learning is proving 

transformative. Financial institutions use 

credit scoring models to assess the 

creditworthiness of individuals and 

businesses. However, credit history data is 

often fragmented across different 

institutions, making it difficult to build 

comprehensive models. With federated 

learning, banks can collaborate on credit 

scoring models without sharing sensitive 

customer data. This approach leads to 

more accurate credit scores and better risk 

management for financial institutions. 

In risk management, federated learning 

allows financial institutions to share 

insights on emerging risks, such as market 

volatility or systemic financial threats, 

while maintaining compliance with data 

protection regulations. By building 
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collaborative models, institutions can 

better predict and mitigate risks. 

 

Figure 3: Federated Learning for Fraud 

Detection and Risk Management in 

Finance 

(This figure demonstrates how federated 

learning enables multiple banks to collaborate 

on fraud detection and risk management models 

while maintaining data privacy.) 

6. Challenges and Limitations of 

Federated Learning 

While federated learning offers significant 

advantages, it is not without its challenges. 

These challenges must be addressed to 

fully realize its potential, particularly in 

privacy-sensitive sectors like healthcare 

and finance. 

 

6.1 Data Heterogeneity and Non-IID Data 
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One of the most significant challenges in 

federated learning is dealing with data 

heterogeneity. In a federated learning 

system, each client's dataset may vary 

significantly in size, quality, and 

distribution. This is referred to as non-

Independent and Identically Distributed 

(non-IID) data. In healthcare, for instance, 

different hospitals may collect data from 

different patient populations, using 

different imaging techniques or following 

different diagnostic protocols. Similarly, in 

finance, banks may have different 

customer bases, leading to variations in 

transaction patterns. 

Non-IID data can hinder the global model's 

ability to generalize across all clients. If one 

client's data significantly differs from the 

others, it can dominate the model updates, 

leading to biased or inaccurate results. To 

address this challenge, researchers have 

developed algorithms like Federated 

Averaging (FedAvg) and Federated 

Proximal (FedProx), which adjust the 

aggregation process to account for data 

heterogeneity. However, more work is 

needed to ensure that federated learning 

models can perform well across highly 

diverse datasets. 

 

6.2 Model Convergence and 

Communication Overhead 

Another challenge in federated learning is 

ensuring that the global model converges 

to an optimal solution. In traditional 

centralized machine learning, convergence 

is typically faster because all data is 

available in one location. In federated 

learning, model convergence can be slower 

due to the distributed nature of the data 

and the fact that model updates are only 

shared intermittently between clients and 

the server. 

Communication overhead is also a concern 

in federated learning. Since model updates 

must be transmitted between clients and 

the server, there can be significant 

bandwidth and latency issues, particularly 

when dealing with large models or clients 

with limited internet connectivity. 

Techniques such as model compression 

and update sparsification have been 

developed to reduce communication 

overhead, but achieving an efficient 

balance between communication costs and 

model performance remains a challenge. 

 

6.3 Security Risks 

While federated learning improves privacy 

by keeping data local, it is not immune to 
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security risks. Adversarial clients can 

attempt to poison the global model by 

submitting malicious updates. This is 

known as a model poisoning attack, where 

the adversary manipulates their local 

model to degrade the global model’s 

performance. Additionally, inference 

attacks can occur, where adversaries 

attempt to infer sensitive information from 

the gradients shared by other clients. 

To mitigate these risks, security measures 

such as Secure Multi-Party Computation 

(MPC) and Differential Privacy (D.P.) are 

often implemented. However, these 

techniques can introduce additional 

complexity and computational costs, 

which may impact the scalability and 

performance of the federated learning 

system. 

 

Table 2: Challenges in Federated 

Learning 

 

Challenge Descriptio

n 
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Data 
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y 
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in client 
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model 

accuracy 
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compressi

on, update 
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on 
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and 
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MPC, 
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7. Advances in Federated Learning 

Algorithms 

To address the challenges mentioned 

above, researchers have developed various 

federated learning algorithms that 

improve performance, efficiency, and 

security. 

 

7.1 Federated Averaging (FedAvg) 

FedAvg is one of the most widely used 

algorithms in federated learning. It works 

by averaging the model updates from all 

clients to update the global model. This 

approach is simple and effective, but it can 

be susceptible to data heterogeneity, as 

clients with significantly different data 

distributions can skew the global model. 
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7.2 Federated Proximal (FedProx) 

FedProx builds on FedAvg by introducing 

a proximal term to the optimization 

function, which helps to account for data 

heterogeneity. By penalizing large 

deviations from the global model during 

local training, FedProx ensures that the 

model updates from clients with non-IID 

data do not dominate the aggregation 

process. 

7.3 Secure Aggregation 

To enhance the security of federated 

learning, researchers have developed 

secure aggregation protocols that allow the 

server to aggregate model updates without 

being able to see the individual updates 

from each client. This ensures that even if 

the server is compromised, the privacy of 

the client's data remains intact. 

 

Figure 4: Comparison of Federated 

Learning Algorithms 

(This figure compares FedAvg, FedProx, and 

secure aggregation techniques, highlighting 

their strengths and weaknesses.) 
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8. Future Directions and Innovations 

The future of federated learning lies in its 

integration with emerging technologies 

and its application to new domains. 

 

8.1 Federated Learning and Blockchain 

Blockchain technology can be combined 

with federated learning to create a more 

secure and transparent system. By 

recording model updates on a 

decentralized blockchain, clients can verify 

the integrity of the global model and 

ensure that no malicious updates have 

been introduced. 

 

8.2 Quantum Computing and Federated 

Learning 

Quantum computing has the potential to 

revolutionize federated learning by 

enabling faster model training and solving 

complex optimization problems that are 

difficult for classical computers. 

Integrating quantum computing with 

federated learning could significantly 

enhance its scalability and performance. 

 

8.3 Expanding Applications to New 

Domains 

Beyond healthcare and finance, federated 

learning can potentially transform other 

industries, such as manufacturing, 

telecommunications, and smart cities. As 

the technology matures, we can expect to 

see more widespread adoption of 

federated learning across various sectors. 

 

9. Conclusion 

Federated learning represents a paradigm 

shift in the way organizations collaborate 

on A.I. models, enabling privacy-

preserving collaboration without the need 

for data sharing. Its applications in 

healthcare and finance are already 

demonstrating this technology's 

transformative potential, from improving 

diagnostic accuracy to enhancing fraud 

detection systems. However, challenges 

related to data heterogeneity, 

communication overhead, and security 

risks remain, and further research is 

needed to address these issues. 

As federated learning continues to evolve, 

its integration with emerging technologies 

like blockchain and quantum computing 

will likely unlock new possibilities and 

push the boundaries of AI-driven 

collaboration. By overcoming its current 

limitations, federated learning has the 
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potential to become a cornerstone of 

secure, decentralized A.I. in the future. 
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1. Konečný, J., McMahan, H. B., Yu, F. 

X., Richtárik, P., Suresh, A. T., & Bacon, D. 

(2016). Federated Learning: Strategies for 

Improving Communication Efficiency. 

arXiv preprint arXiv:1610.05492. 

2. Li, T., Sahu, A. K., Talwalkar, A., & 

Smith, V. (2020). Federated Learning: 

Challenges, Methods, and Future 

Directions. IEEE Signal Processing 

Magazine, 37(3), 50-60. 

3. McMahan, H. B., Moore, E., 

Ramage, D., Hampson, S., & y Arcas, B. A. 

(2017). Communication-Efficient Learning 

of Deep Networks from Decentralized 

Data. arXiv preprint arXiv:1602.05629. 

4. Bonawitz, K., Eichner, H., 

Grieskamp, W., Huba, D., Ingerman, A., 

Ivanov, V., ... & Ramage, D. (2019). 

Towards Federated Learning at Scale: 

System Design. Proceedings of the 2nd 

SysML Conference. 

5. Truex, S., Baracaldo, N., Anwar, A., 

Steffen, L., Hampton, N., Ludwig, H., & 

Zhang, R. (2019). A Hybrid Approach to 

Privacy-Preserving Federated Learning. 

Proceedings of the 12th ACM Workshop 

on Artificial Intelligence and Security 

(AISec '19), 1-11. 

6. Yang, Q., Liu, Y., Chen, T., & Tong, 

Y. (2019). Federated Machine Learning: 

Concept and Applications. ACM 

Transactions on Intelligent Systems and 

Technology (TIST), 10(2), 1-19. 

7. Geyer, R. C., Klein, T., & Nabi, M. 

(2017). Differentially Private Federated 

Learning: A Client Level Perspective.NIPS 

2017 Workshop on Privacy-Preserving 

Machine Learning. 

8. Hard, A., Rao, K., Mathews, R., 

Ramaswamy, S., Beaufays, F., Augenstein, 

S., ... & Simons, G. (2018). Federated 

Learning for Mobile Keyboard Prediction. 

arXiv preprint arXiv:1811.03604. 

9. Mohri, M., Sivek, G., & Suresh, A. 

T. (2019). Agnostic Federated Learning. 

Proceedings of the 36th International 

Conference on Machine Learning (ICML), 

2019, 46, 4615–4625. 

10. Zhu, H., & Jin, Y. (2020). Multi-

Objective Federated Learning. IEEE 

Transactions on Neural Networks and 

Learning Systems. 

11. Shokri, R., & Shmatikov, V. (2015). 

Privacy-Preserving Deep Learning. 

Proceedings of the 22nd ACM SIGSAC 



Distributed Learning and Broad Applications in Scientific Research  134 
 

 
 

Distributed Learning and Broad Applications in Scientific Research 
Annual Volume 8 [2022] 

© DLABI - All Rights Reserved 
Licensed under CC BY-NC-ND 4.0 

Conference on Computer and 

Communications Security, 1310–1321. 

12. Sattler, F., Müller, K. R., & Samek, 

W. (2019). Robust and Communication-

Efficient Federated Learning from Non-IID 

Data. IEEE Transactions on Neural 

Networks and Learning Systems. 

13. Caldas, S., Konečný, J., McMahan, 

H. B., & Talwalkar, A. (2018). Expanding 

the Reach of Federated Learning by 

Reducing Client Resource Requirements. 

arXiv preprint arXiv:1812.07210. 

14. Smith, V., Chiang, C. K., Sanjabi, 

M., & Talwalkar, A. (2017). Federated 

Multi-Task Learning. arXiv preprint 

arXiv:1705.10467. 

15. Bagdasaryan, E., Veit, A., Hua, Y., 

Estrin, D., & Shmatikov, V. (2020). How to 

Backdoor Federated Learning. Proceedings 

of the 23rd International Conference on 

Artificial Intelligence and Statistics. 

16. Zawad, H., Zhou, X., Khalil, I., & 

Yu, T. (2021). Data Poisoning Attacks in 

Federated Learning: Detection and 

Challenges. IEEE Access. 

17. Lin, Y., Han, S., Mao, H., Wang, Y., 

& Dally, W. J. (2017). Deep Gradient 

Compression: Reducing the 

Communication Bandwidth for 

Distributed Training. arXiv preprint 

arXiv:1712.01887. 

18. Wang, X., Han, Y., Wu, C., Li, X. Y., 

& Liu, Z. (2020). Incentive Mechanisms for 

Federated Learning: A Blockchain 

Approach. IEEE Transactions on Neural 

Networks and Learning Systems. 

 

 

 

 


