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Abstract:

Cloud computing is the development of parallel computing, distributed computing, grid
computing and virtualization technologies which define the shape of a new era. Cloud
computing is an emerging model of business computing. In this paper, we explore the concept
of cloud architecture and compare cloud computing with grid computing. We also address
the characteristics and applications of several popular cloud computing platforms. In this
paper, we aim to pinpoint the challenges and issues of cloud computing. We identified several
challenges from the cloud computing adoption perspective and we also highlighted the cloud
interoperability issue that deserves substantial further research and development. However,
security and privacy issues present a strong barrier for users to adapt into cloud computing
systems. In this paper, we investigate several cloud computing system providers about their

concerns on security and privacy issues.
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INTRODUCTION

Cloud computing is a complete new technology. It is the development of parallel computing,
distributed computing grid computing, and is the combination and evolution of
Virtualization, Utility computing, Software-as-a-Service (SaaS), Infrastructure-as-a-Service
(IaaS) and Platform-as-a-Service (PaaS)[1]. Cloud is a metaphor to describe the web as a space
where computing has been pre-Installed and exists as a service; data, operating systems,

applications, storage and processing power exist on the web ready to be shared. To users,
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cloud computing is a Pay-per-Use-On-Demand mode that can conveniently access shared IT
resources through the Internet. Where the IT resources include network, server, storage,
application, service and so on and they can be deployed with much quick and easy manner
and least management and also interactions with service providers[2]. Cloud computing can
greatly improve the availability of IT resources and has many advantages over other
computing techniques. Users can use the IT infrastructure with Pay-per-Use-On-Demand

mode; this would benefit and save the cost to buy the physical resources that may be vacant|[2].

Organization. The rest of the paper is organized as follows: In Section II, we define
architectural components such as Software as a Service (SaaS), Platform as a Service (PaaS),
Infrastructure as a Service (IaaS) and Data as a Service (DaaS). Then, we compare cloud and
grid computing in Section Il and explain some popular cloud computing platforms in Section
IV. In Section V, we include a few applications of cloud computing[3]. We further explained
about issues and challenges of cloud computing in Section VI, VII and VIII. Finally, we

conclude in Section IX.

ARCHITECTURAL COMPONENTS

Cloud service models are commonly divided into SaaS, PaaS, and IaaS that are exhibited
by a given cloud infrastructure. It’s helpful to add more structure to the service model
stacks: Fig. 1 shows a cloud reference architecture [13] that makes the most important
security-relevant cloud components explicit and provides an abstract overview of cloud

computing for security issue analysis.
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Fig. 1. The cloud reference architecture.

A. Software as a Service (SaaS)

Cloud consumers release their applications in a hosting environment, which can be
accessed through networks from various clients (e.g. Web browser, PDA, etc.) by
application users. Cloud consumers do not have control over the cloud infrastructure that
often employs multi-tenancy system architecture, namely, different cloud consumers'
applications are organized in a single logical environment in the SaaS cloud to achieve
economies of scale and optimization in terms of speed, security, availability, disaster
recovery and maintenance[4]. Examples of SaaS include SalesForce.com, Google Mail,

Google Docs, and so forth.

B. Platform as a Service (PaaS)

PaaS is a development platform supporting the full “Software Lifecycle” which allows
cloud consumers to develop cloud services and applications (e.g. SaaS) directly on the PaaS
cloud. Hence, the difference between SaaS and PaaS is that SaaS only hosts completed cloud

applications whereas PaaS offers a development platform that hosts both

Completed and in-progress cloud applications.[5] This requires PaaS, in addition to

supporting application hosting environments, to possess development infrastructure
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including programming environment, tools, configuration management, and so forth. An

example of PaaS is Google App Engine.

C. Infrastructure as a Service (IaaS)

Cloud consumers directly use IT infrastructures (processing, storage, networks and other
fundamental computing resources) provided in the IaaS cloud[6]. Virtualization is extensively
used in laaS cloud in order to integrate/decompose physical resources in an ad-hoc manner
to meet growing or shrinking resource demand from cloud consumers. The basic strategy of
virtualization is to set up independent virtual machines (VM) that are isolated from both the
underlying hardware and other VMs[6]. Notice that this strategy is different from the multi-
tenancy model, which aims to transform the application software architecture so that multiple
instances (from multiple cloud consumers) can run on a single application (i.e. the same logic

machine). An example of IaaS is Amazon's EC2.

D. Data as a Service (Daa$S)

The delivery of virtualized storage on demand becomes a separate Cloud service data storage
service[7]. Notice that DaaS could be seen as a special type of IaaS. The motivation is that on-
premise enterprise database systems are often tied in a prohibitive upfront cost in dedicated
server, software license, post-delivery services and in-house IT maintenance. DaaS allows
consumers to pay for what they are actually using rather than the site license for the entire
database[8]. In addition to traditional storage interfaces such as RDBMS and file systems,
some DaaS offerings provide table-style abstractions that are designed to scale out to store
and retrieve a huge amount of data within a very compressed timeframe, often too large, too
expensive or too slow for most commercial RDBMS to cope with. Examples of this kind of

DaaS$ include Amazon S3, Google Big Table, and Apache HBase, etc.

COMPARISON BETWEEN CLOUD AND GRID COMPUTING

A comparison [6] can be summarized as follows:

1)  Construction of the grid is to complete a specified task, such as biology grid, Geography
grid, national educational grid, while Cloud computing is designed to meet general
application and there is no grid for a special field.

2)  Grid emphasizes the “resource sharing” to form a virtual organization. Cloud is often
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owned by a single physical organization (except the community Cloud, in this case, it is

owned by the community), who allocates resources to different running instances.

3)  Grid aims to provide the maximum computing capacity for a huge task through

resource sharing. Cloud aims to suffice as many small-to-medium tasks as possible based on

users’ real-time requirements. Therefore, multi-tenancy is a very important concept for Cloud
computing. Grid trades re-usability for (scientific) high performance computing. Cloud
computing is directly pulled by immediate user needs driven by various business
requirements.

4)  Grid strives to achieve maximum computing[8]. Cloud is after on-demand computing
- Scale up and down, in and out at the same time optimizing the overall computing

capacity.

POPULAR CLOUD COMPUTING PLATFORMS

A. AbiCloud

AbiCloud [5] is a cloud computing platform. It can be used to build, integrate and manage
public as well as private cloud platforms in homogeneous environments[9]. Using the
AbiCloud, users can easily and automatically deploy and manage the server, storage
system, network, virtual devices and applications and so on. The main difference between
AbiCloud and other cloud computing platforms is its powerful web-based management
function and its core encapsulation manner. Using the AbiCloud, users can finish deploying
a new service by just dragging a virtual machine with a mouse[10]. This is much easier and
flexible than other cloud computing platforms that deploy new services through command

lines.

AbiCloud can be used to deploy and implement private cloud as well as hybrid cloud
according to the cloud providers’ request and configuration.[11] It can also manage EC2
according to the rules of protocol. Besides, apply the AbiCloud, a whole cloud platform
based on AbiCloud can be packed and redeployed at any other AbiCloud platform. This is
much helpful for the transformation of the working environment and will make the cloud

deployment process much easier and flexible.
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B. Eucalyptus

Eucalyptus (Elastic Utility Computing Architecture for Linking Your Programs to Useful
Systems) [5] mainly was used to build open-source private cloud platforms [12]. Eucalyptus
is an elastic computing structure that can be used to connect the users' programs to the
useful systems, it is an open-source infrastructure using clusters or workstation
implementation of elastic, utility, cloud computing and a popular computing standard
based on a service level protocol that permit users lease network for computing

capability[13].

Currently, Eucalyptus is compatible with EC2 from Amazon, and may support more other

kinds of clients with minimum modification and extension.

C. Nimbus

Nimbus [5] is an open tool set and also a cloud computing solution providing IaaS. It
permits users to lease remote resources and build the required computing environment
through the deployment of virtual machines.[14] Generally, all these functional
components can be classified as three kinds. One kind is client- supported modules which
are used to support all kinds of cloud clients. Context client module, cloud client module,
reference client module and EC2 client module are all belonging to this kind of component
[15]t. The second kind of component is mainly Service-supported modules of cloud
platform, providing all kinds of cloud services. It includes a context agent module, web
service resource framework module, EC2 WSDL module and a remote interface module
[16]. The third kind of component is the background resource management modules which
are mainly used to manage all kinds of physical resources on the cloud computing platform,
including work service management module, IaaS gateway module, EC2 and other cloud
platform support module, workspace pilot module, workspace resource management

module and workspace controller.

D. OpenNebula

OpenNebula [5] is also an open source cloud service framework. It allows user deploy and

manage virtual machines on physical resources and it can set user’s data centers or clusters to

Distributed Learning and Broad Applications in Scientific Research
Annual Volume 8 [2022]
© DLABI - All Rights Reserved
Licensed under CC BY-NC-ND 4.0




Distributed Learning and Broad Applications in Scientific Research 141

flexible virtual infrastructure that can automatically adapt to the change of the service
load[17]. The main difference between OpenNebula and Nimbus is that Nimbus implements
a remote interface based on EC2 or WSRF through which users can process all security related
issues, while OpenNebula does not. OpenNebula is also an open and flexible virtual
infrastructure management tool, which can be used to synchronize the storage, network and
virtual techniques and let users dynamically deploy services on the distributed infrastructure
according to the allocation strategies for data center and remote cloud resources[18]. Through

the interior interfaces and OpenNebula data center environment, users can easily deploy any

type.

TABLE I:

COMPUTING PLATFORMS [5]

THE COMPARISON OF SERVER CLOUD

AbiCloud Eucalyptus Nimbus OpenNebula
Cloud Public/private Public Public Private
Character
Scalability Scalable Scalable Scalable Dynamic,
Scalable
Clouds form laaS laaS laaS laaS
Compatibility Not support EC2 | Support EC2,S3 | Support EC2 Open, multi-
platform
Deployment Pack and redeploy | Dynamical Dynamical Dynamical
deployment deployment deployment
Deployment Web interface | Command line | Command line | Command line
d
Manner rags
Transplant-ability Easy Common Common Common
VM support Virtual Box, Xen, | Xen, VMware, | Xen Xen, VMware
VMware, KVM
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VM
Web interface Libvirt Web service EC2, WSDL, | libvirt, ocCd],
WSRF EC2, API
Structure Open  platform | Module Lightweight Module
encapsulates components
core
Reliability - - - Rollback host and
VM
OS support Linux Linux Linux Linux
Development language | Ruby, c++, python | Java Java, python Java

APPLICATIONS

There are a few applications of cloud computing [4] as follows:

Cloud computing provides a dependable and secure data storage center.

Cloud computing can realize data sharing between different equipment.

1
2
3. The cloud provides nearly infinite possibilities for users to use the internet.
4

Cloud computing does not need high quality equipment for the user and it is easy to

use.

ISSUES IN CLOUD COMPUTING

More and more information on individuals and companies is placed on the cloud; and thus,

concerns are beginning to grow about just how safe this environment is for its users? Issues

of cloud computing [3] can summarize as follows:

A. Privacy

Cloud computing utilizes the virtual computing technology, users’ personal data may be

scattered in various virtual data centers rather than stay in the same physical location, users

may leak hidden information when they are accessed cloud computing services [19]. Attackers

can analyze the critical task depending on the computing task submitted by the users.
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B. Reliability

The cloud servers also experience downtimes and slowdowns as our local server.

C. Legal Issues

Worries stick with safety measures and confidentiality of individuals all the way through

legislative levels.

D. Compliance

Numerous regulations pertaining to the storage and use of data requires regular reporting
and audit trails[19]. In addition to the requirements to which customers are subject, the data

centers maintained by cloud providers may also be subject to compliance requirements.

E. Freedom

Cloud computing does not allow users to physically possess the storage of the data, leaving

the data storage and control in the hands of cloud providers.

F. Long- Term Viability

You should be sure that the data you put into the cloud will never become invalid even if
your cloud computing provider goes broke or gets acquired and swallowed up by a larger

company.

G. Issues in Cloud Interoperability

1) Intermediary Layer
A number of recent works address the interoperability issue by providing an intermediary

layer between the cloud consumers and the cloud-specific resources (e.g. VM).

2)  Open Standard
Standardization appears to be a good solution to address the interoperability issue[20].
However, as cloud computing just starts to take off, the interoperability problem has not

appeared on the pressing agenda of major industry cloud vendors.

3) Open API

SUN has recently introduced the Sun Open Cloud Platform [10], released under the Creative
Commons license [21]. A key feature of this platform is the proposed cloud API, which is
currently under development [22]. This API offers a set of clear and intuitive RESTful Web
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services interfaces, enabling cloud consumers to efficiently create and manage cloud resources

such as compute, storage, and networking components in a unified manner.

4)  SaaS and Paa$ Interoperability

While the aforementioned solutions generally tackle IaaS interoperability problems,[23] SaaS
interoperability often involves different application domains such as ERP, CRM, etc. A group
of experts in the field of data mining raises the issue of establishing a data mining standard
on the cloud, with a particular focus on “the practical use of statistical algorithms, reliable
production deployment of models and the integration of predictive analytics” across different

data mining-based SaaS clouds.[24]

PaaS interoperability not yet discovered Since PaaS involves the entire software development
life-cycle on the cloud, it would be more difficult to reach uniformity with regards to the way

consumers develop and deploy cloud applications.

CHALLENGES ON CLOUD ADOPTION PERSPECTIVE based on a survey conducted
by IDC in 2008

A. Security

Well-known security issues such as data loss, phishing, and botnets (running remotely on a
collection of machines) pose serious threats to an organization's data and software[25]. The
multi - tenancy model and the pooled computing resources on cloud computing has
introduced new security challenges such as shared resources (hard disk, data, VM) on the
same physical machine that invites unexpected side channels between a malicious resource
and a regular resource[26]. And, the issue of “reputation fate-sharing” will severely damage
the reputation of many good Cloud “citizens” who happen to, unfortunately, share the
computing resources with their fellow tenant - a notorious user with a criminal mind. Since
they may share the same network address, any bad conduct will be attributed to all the users

without differentiating real subverts from normal users.

B. Costing Model
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Cloud consumers must consider the tradeoffs amongst computation, communication, and
integration[26]. While migrating to the Cloud can significantly reduce the infrastructure

cost, it does raise the cost of data communication.

C. Charging Model

From a cloud provider's perspective, the elastic resource pool (through either virtualization
or multi-tenancy) has made the cost analysis a lot more complicated than regular data

centers, which often calculates their cost based on consumptions on static computing.

D. Service Level Agreement

It is vital for consumers to obtain guarantees from providers on service delivery. Typically,
these are provided through Service Level Agreements (SLAs) negotiated between the

providers and consumers[27].

A Service Level Agreement (SLA) in cloud computing is a contractual commitment between
a cloud service provider and its customers, outlining the performance and reliability
metrics that the provider agrees to meet[27]. This agreement serves as a crucial component

in establishing trust and accountability in the cloud computing environment.

Performance Metrics: SLAs typically specify various performance metrics, including
uptime, response time, and availability. For instance, an SLA might guarantee that the
cloud services will be available 99.9% of the time (often referred to as "three nines"
availability)[28]. This ensures that customers can rely on consistent and uninterrupted

access to their applications and data hosted on the cloud platform.

Response Time: Response time is another critical metric covered in an SLA, which refers
to the time it takes for the cloud service to respond to a user request. A well-defined SLA
will specify acceptable response times for different types of operations and transactions,

ensuring that the cloud services meet the performance expectations of the customers.

Data Security and Privacy: SLAs also address data security and privacy concerns by
outlining the measures the provider will take to protect customer data[28]. This may
include encryption protocols, data backup procedures, and compliance with relevant data
protection regulations such as GDPR or CCPA. The SLA should provide assurance to the
customers that their data will be handled with the utmost confidentiality and integrity.
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Scalability and Flexibility: Cloud services are expected to be scalable and flexible to
accommodate the changing needs of businesses. Therefore, an SLA should specify the
provider's commitment to scalability, ensuring that the infrastructure can handle increased

workloads and resource demands without compromising performance or reliability.

Disaster Recovery and Business Continuity: SLAs often include provisions related to
disaster recovery and business continuity, detailing the provider's strategies and
procedures for mitigating the impact of potential disruptions or failures. This may involve
regular data backups, failover mechanisms, and recovery time objectives (RTO) and

recovery point objectives (RPO) to minimize downtime and data loss.

Compliance and Governance:Lastly, SLAs should address compliance and governance
requirements, ensuring that the cloud services comply with industry regulations and
standards. This may include certifications such as ISO 27001 for information security
management or SOC 2 for data privacy and protection[28]. A well-crafted Service Level
Agreement (SLA) in cloud computing is essential for establishing clear expectations,
responsibilities, and safeguards for both the cloud service provider and the customer[29].
It serves as a contractual assurance of reliability, performance, security, and compliance,
enabling businesses to leverage the benefits of cloud computing with confidence and peace

of mind.

SECURITY AND PRIVACY ISSUE

Cloud computing can provide infinite computing resources on demand due to its high
scalability in nature, which eliminates the need for Cloud service providers to plan far
ahead on hardware provisioning. Many companies, such as Amazon, Google, Microsoft
and so on, accelerate their pace in developing cloud computing systems and enhancing

their services to a larger number of users.

In this paper, we investigate the security and privacy concerns of current cloud computing
systems provided by an amount of companies. Cloud computing refers to both the
applications delivered as services over the Internet and the infrastructures (i.e., the
hardware and systems software in the data centers) that provide those services[29]. Based

on the investigation, security and privacy concerns provided by companies nowadays are
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not adequate, and consequently result in a big obstacle for users to adapt into the cloud
computing systems. Hence, more concerns on security issues, such as availability,

confidentiality, data integrity, control, and audit and so on, should be taken into account.
A. Security on Demand

Cloud services are applications running somewhere in the cloud computing infrastructures
through internal network or Internet. Cloud computing allows providers to develop,
deploy and run applications that can easily grow in capacity (scalability), work rapidly
(performance), and never (or at least rarely) fail (reliability), without any concerns on the
properties and the locations of the underlying infrastructures[29]. Cloud computing
systems can achieve the following five goals together [2] In today's fast-paced and
interconnected digital landscape, the need for robust and adaptive security solutions has
never been more critical. "Security on Demand" represents a dynamic and responsive
approach to safeguarding your organization's valuable assets and data. This multifaceted
strategy leverages cutting-edge technologies, continuous monitoring, and rapid response
mechanisms to counteract a wide array of cyber threats. By offering scalability and
flexibility, Security on Demand ensures that your security measures can evolve in tandem
with your business needs and the ever-changing threat landscape. Whether it's protecting
sensitive information, ensuring regulatory compliance, or defending against sophisticated
cyber-attacks, a comprehensive Security on Demand solution provides the peace of mind
and resilience that modern enterprises require[29]. Cloud computing offers numerous
benefits, including scalability, flexibility, and cost-efficiency, but it also introduces a range
of security and privacy concerns that organizations must address to safeguard their data

and operations effectively.

Data Breaches and Unauthorized Access: One of the primary security concerns in cloud
computing is the risk of data breaches and unauthorized access. Storing sensitive or
confidential data in the cloud can make it a target for cybercriminals seeking to exploit
vulnerabilities in the cloud infrastructure or applications [29]. Therefore, robust security
measures, such as encryption, access controls, and multi-factor authentication, are essential

to protect data integrity and confidentiality.

Compliance and Regulatory Challenges: Compliance with various industry regulations

and data protection laws, such as GDPR, CCPA, and HIPAA, is another significant issue in
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cloud computing. Cloud service providers must ensure that their services adhere to these
regulations, which often require specific data handling and protection measures. Failure to
comply can result in severe legal consequences and reputational damage for both the

provider and the customer.

Data Loss and Recovery: Data loss is a critical concern in cloud computing due to factors
such as hardware failures, software bugs, or human error[30]s. While cloud providers
typically implement backup and disaster recovery solutions, customers must still ensure
that their data is adequately protected and that they have access to backup copies when
needed. Recovery time objectives (RTO) and recovery point objectives (RPO) should be
clearly defined in the Service Level Agreement (SLA) to minimize the impact of potential

data loss incidents.

Shared Resources and Multi-tenancy Risks: Cloud computing often involves shared
resources and multi-tenancy environments, where multiple customers share the same
infrastructure and resources. This shared environment can potentially expose organizations
to risks such as cross-tenant data breaches, where one tenant's data is accessed or
compromised by another. To mitigate these risks, cloud providers must implement robust
isolation mechanisms and security controls to prevent unauthorized access between

different tenants.

Insider Threats: Insider threats, including malicious activities by employees, contractors,
or third-party service providers with access to the cloud environment, pose a significant
security risk. Organizations must implement strict access controls, monitoring, and
auditing mechanisms to detect and prevent insider threats effectively. Employee training
and awareness programs can also help mitigate the risk of unintentional data breaches

caused by human errors or negligence.

Lack of Transparency and Control: The lack of transparency and control over the cloud
infrastructure and security practices can also be a concern for organizations using cloud
services. Customers often have limited visibility into the provider's security measures, data
handling processes, and compliance practices. To address this issue, cloud providers
should offer transparency through regular audits, compliance certifications, and clear

communication about their security and privacy practices.
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1) Availability

The goal of availability for cloud computing systems (including applications and its
infrastructures) is to ensure its users can use them at any time, at any place. As its web-
native nature, cloud computing system enables its users to access the system (e.g.,
applications, services) from anywhere [30]. This is true for all cloud computing systems
(e.g., DaaS, SaaS, PaaS, IaaS, and etc.). Required to be accessed at any time, the cloud
computing system should be serving all the time for all the users (say it is scalable for any
number of users). Two strategies, say hardening and redundancy, are mainly used to

enhance the availability of the cloud system or applications hosted on it.

2)  Confidentiality
It means keeping users’ data secret in the cloud systems. There are two basic approaches (i.e.,
physical isolation and cryptography) to achieve such confidentiality, which are extensively

adopted by the cloud computing vendors.

3)  Data integrity

In the cloud system means to preserve information integrity (i.e., not lost or modified by
unauthorized users). As data are the base for providing cloud computing services, such as
Data as a Service, Software as a Service, Platform as a Service, keeping data integrity is a

fundamental task.

4)  Control
In the cloud system means to regulate the use of the system, including the applications, its

infrastructure and the data.

5) Audit

It means to watch what happened in the cloud system. Auditability could be added as an
additional layer in the virtualized operating system (or virtualized application environment)
hosted on the virtual machine to provide facilities for monitoring as to what happened in the
system. It is much more secure than that is built into the applications or into the software

themselves, since it is able to assess the entire access duration.

CONCLUSION
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This paper discussed the architecture and popular platforms of cloud computing. It also
addressed challenges and issues of cloud computing in detail. In spite of the several
limitations and the need for better methodologies processes, cloud computing is becoming a
hugely attractive paradigm, especially for large enterprises. Cloud Computing initiatives
could affect the enterprises within two to three years as it has the potential to significantly
change IT. Certainly, here's a conclusion paragraph that summarizes the issues, challenges,

architecture, platforms, and applications in cloud computing;:

In conclusion, cloud computing has revolutionized the way organizations develop, deploy,
and manage applications by offering scalability, performance, reliability, flexibility, and cost-
efficiency. However, it is not without its challenges and issues. Security and privacy concerns
remain at the forefront, requiring robust solutions to safeguard data and ensure compliance
with regulations. Additionally, interoperability, portability, and vendor lock-in issues can
limit flexibility and hinder migration between different cloud platforms. On the architecture
front, cloud computing typically involves a layered architecture comprising Infrastructure as
a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS), each offering
varying levels of abstraction and control over the underlying infrastructure. Various cloud
platforms such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud
Platform (GCP) have emerged as dominant players in the market, each providing a

comprehensive set of services and features to meet diverse business needs.

Furthermore, cloud computing applications span a wide range of domains, including but not
limited to, data analytics, artificial intelligence, Internet of Things (IoT), and machine
learning. These applications leverage the scalability and computational power of the cloud to
process and analyze large volumes of data, derive valuable insights, and enable innovative
solutions across industries. Despite the challenges, the continuous advancements in cloud
computing technologies, coupled with the growing demand for digital transformation and
agile business operations, are driving the adoption and evolution of cloud-based solutions.
As organizations continue to embrace cloud computing, addressing the existing challenges,
understanding the architecture, selecting the appropriate platforms, and leveraging cloud-
based applications will be crucial for realizing the full potential of cloud computing and

achieving strategic business objectives.
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